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1. Product Overview

Of ZMOM= OO0 AWS E A8 = HO| A AWS AMH[A0] f=55tTtd 7Hg et LT}

AWS & N Z A8 42 AWS A A (https://docs.aws.amazon.com/)E EZESHMA|L,

CHS AWS 7|&0|= =3fof ghi|ct.

v Amazon VPC - Amazon Virtual Private Cloud(Amazon VPC) AH|AE ALESHH
oot 7t HEHI0M AWS MH[A S 7[EF 2|AAE AR = e AWS
ZEIREQ He|E H|S MEES Z=H[KMEY = UASLICL LR 1P T4 HY
MEf, MEU MY, 228 HOlE % HESRA AOIERO +d& =&t 7t
HEXZ 2tdS 28 Mojg = A&

v Amazon EC2 - Amazon Elastic Compute Cloud(Amazon EC2) AH|AE ALE38HH
CHEet 2F MAOIAM 7He Al QIABAE AR = AFL|CH 7[E Amazon
Machine Images(AMN)OI| A MEASIAHLE Dgot 7t 4l O|0[X| & 7tME =
UG LICE

v Amazon EFS - Amazon Elastic File System (Amazon EFS)2 A{H{2|A, set-and-forget
Arge BHEA IO A|AEAWS SEHREAMH[A B 2= 0|A 2|AA
OfZ2|AH0|MS BETISHX| Y0 2C|MHE HAIOZ HEIHIOIE F2X| SHE S
TEE0, AHEXIE IS FI6HD HAY U Xfs2z2 HY/ZAEE2E H0[H

of X% 82 Z2HME X 22 e/l PELICH Amazon EFS 0= oY

ANAES HED A HED FHY = As TS @ MH[A QI H O] A7}

UASLICE O] MHE|AO0M 2= Tt AEZ|X| QZEEE &3] =22 AMEX=

=oeh o Al2" F8S Bix, X 8 fX| E5t=0H GE= TSN

- "

-

S0 4 et
v Amazon ELB - Amazon Elastic Load Balancing (Application Load Balancer) AH|AE

ALESHH & 0|d2 78N EC2 AABA, ZHOIH, IP T4 S 2] T


https://docs.aws.amazon.com/

IMNZEMAT

ZX +UEE EEE As2z SMNYLICL SEE Yl dEHE

—

ZLEHYSHHA JE7F =t g2 Ecfjis 2t L

1.1 Introduction

MyData Proxy Servere= ¥ 22|E 2T HH0A DMz F7H0f| 2IX[5H0] LHEZ0| JA= API GW,
2T PC 50| QHU MH[A0 ZHHMoz HEY £ U siFe 88 Z=2IUS ULCh
MyData HIO|E =& &9 EXcz QHUE S HO/H =T SH2Z OUT-BOUND {2 Al
Z8E0, MyData 4 #40] &= mTLS & SSL &2 A|AgL T

v MyDataZt 241712

HIO[H 3RO ST, "W HOJHe FQI2 Lt2t= MyData 7Hg0| FHZL U
SLCL MyData 7HE0] FEIEH 2H|X= ALIO] BHSOiH HO|HS| FHs dedd
= ALH, 8 7IY2 M2 S2lstof HO|HE MES@ot HEd AL E St=

S M22 MY RES s + UASHCL

1.1.1 Prerequisites and Requirements

O] &=0f|AM= MyData Proxy ServerE Amazon Web Services(AWS)O| Al AtE35t7| 2g ©A =4
X 2|aA @ Ao Cish dEeL o

1. AWS AE
MyData Proxy ServerE AH&3E7| 2[si{A AWS AccountZt EEE[O| UO{OF BL|CH O
X %2 A2 2 A(https://aws.amazon.com/ko/getting-started/)E Sl AWS AHE &2
=
g

Of Chet At olsor gL Ch S5 Z2Ah20 LRos H2tE % Tt JIHES

AHESHO] PIN

=

F

= -
= =2
o
=

YHots HYo| ZetE L
2. OS

MyData Proxy Server= AMI= Amazon LinuxOlAl AFEE = A2 Linux0f Y=ot OSE

HEE = ASHCL
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3. AWS A+
MyData Proxy Server H{Z 142 Single Configuration 1t High availability
Configuration 2 7HO|0{ ME4sH HiIZA-40f 2} AWS Resource 7t CHS L|C}.
T2 [1.1.3] Architecture Diagrams & &Z5HMA|L.

A. Single Configuration

Rt e
VPC 1
VPC Eot & 1
IAM gt 1
EFS 1
KMS 2
EC2 instance 1

B. High availability Configuration

X =
VPC 1
VPC EOQt OF 1
IAM St 1
EFS 1
KMS 2
Auto Scaling & 1
Elastic Load Balancing(ELB) 1
EC2 instance 2

C. Optional Resource

X2l N
Cloud Watch 1
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2ot 9 a0 ool MH[A 2™ S7HE 28 + UAsUCh o
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HiZOlAM SREl= 2l220 Ciet 7|2 Hets =16 BEg 2ed 3718 2%

—

8lOF $LIC} ap-northeast-2 Region 2| Z|AA SHEEFS CHS TN 20!

= O O

7t L.

https://console.aws.amazon.com/servicequotas/home?region=ap-northeast-2#!/

> glas FIEO| e XMet LIE2 ot @AE HESHUAIR.

https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html

IAM 3

MyData Proxy Server Off CHSF HiZ CHAIE A[ZSH7| © 3® o532 FOSHA|L
Hi=Z5h= RHl 3 SSM 7t ZatE IAM BT E AWS Management 2£0| 219!
Sf{of gLt

- 1AM THO CiSE 2E-AY = Chg 38 T SHUAIR.

https://docs.aws.amazon.com/ko_kr/IAM/latest/UserGuide/best-

practices.html#grant-least-privilege

- Session Manger & %[& A2AL MM Of2fE EH=E SHMAIL.

[ ]

https://docs.aws.amazon.com/systems-manager/latest/userquide/getting-

started-restrict-access-quickstart.html

> IAM LH2| Administrator Access 22| Mo =835t At

[ S

mjo

A

Bl
O
Of
Rl
r2

ZH0| O B2 Mol A= MAEA X8 GHMS AEotH g 23S
ERGIAA 2.,

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-

functions.html
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1.1.2 Region support

HMZO| X[ A== X[H2 or2fet Z& Lt

Region code Region Name Remarks
us-east-1 US East (N. Virginia) -
ap-northeast-2 Asia Pacific(Seoul) -

1.1.3 Architecture Diagrams
v 380 ZEEE 7E
- Public Subnet, MyData Proxy Server EC2 QIAEA

- AMI(Amazon Machine Image)E AM&3t0] B I = =

H
ne
Ral
[>
ot
1o
OH
=[0]
Ll
°o
m

- Amazon EFSE2 0O|&3}0 MyData Proxy Server EC2 QIAEHAQ| I

Off AYMATHLTE
- AWS System Manager AH|A2| Session Manager 7|68 &4l QAAHAO H2gL|Ch

- Amazon Elastic Load Balancing A{H|A2| ALB(Application Load Balancer)= Auto Scaling ™
gtof 24 @ Effds 24 L Ch (High availability Configuration).
- Amazon EC2 QAEAO| Auto Scaling 1&S AHESIY AdE = UZFLICL (High

availability Configuration)

- Amazon Cloud Watch A{H|A AHE 22 MyData Proxy Server AEf ZL|E{E S 23l (MEH
Argh
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A. High availability Configuration (preferred)

High availability HHZ SMO|A QIAEALE Application Load Balancer F 0l 2IX|stH, 2719| 7+&
FHO| AAEHATE FASH= auto-scaled =0 17k A M3 57E EFLICE HEHol E
[t A FEE SHE Ste AREAHA A1st= T YLCh

O ab

—
Client Internet

Gl AWS Cloud - L)
a:b)] ..

Applicatjon Load
MyData Proxy Server A : Balancer
Snapshot ; :
| Secur ty groug
] — ) ! Inbound T(IP/CJOOD TCP/$O, TCP/443
AMI RN - i | T
N RIS i ! Public subnet
: Pcuto Scaling grpup i
Elastic Load Balancin | =S =i et S e il
9 MyData Prpxy Server MyData Proxy Server
Amazon
CloudWatch
(Optional) I
Avanab\\t\f Zone™ | Availability Zone
s B
ADMIN
SSM Amazon Elastic File System

(Amazon EFS)

B. Single Configuration (Development and Testing)
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AWS Cloud
i = 1
B
' Security group
MyData Proxy Server : Inbound TCP/9000, TCP/80, TCP/443
Snapshot i Public subnet
=] '
e

: EC2 instance contents ;
AMI ; \ |
- : {F | D
Client @ MyData Toxy Server 3 Internet

/

Amazon /
CloudWatch i e
(Optional) ! ‘
ADMIN Availability Zone

SSM

Amazon Elastic File System
(Amazon EFS)

1.1.4 Use case

APIM E34E

oo|colf Aglat

) AP e e
| Gateway -|
=2r
— WAS

| L
HE OpEL | wes |

&

g oEe | o
" Manager |= @
1
[}
1
1
i
1
1
[}
1
1
[}
1

T

) =
AFM DE Q
| 4 WAS “IP\E!L
@ . &~ | a0 R L

o

-

pe—— 4 Partal | h%gi

AP| Zh2|T}

—
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I ECQ| MyData Proxy Server= & 22|E &5 40X DMz F2H0] (X5t LHEZO| A=
API GW, Y& PC 50| 2IEUl MH[A0]| ZHHHCoR HES = Y siFs 38 Z2AHYLICL

EHXN QI ProxyX| & Forward Proxy, Reverse Proxy & Proxy AHS| 7|2%0| 7|52 H&3t0] Of
i 220 20| EEHAQ Proxy Serverl| HEIZ2E AFEE JtsELCHL

L] | oD

Client Proxy Server Internet

PN AHE At

[KCB] Private Cloud 7|8t OFO|G|O|Ef AFRR} A|AE HZ 2[SH Proxy ServerE
On-premise A& A &IL(CE
http://www.inzent-mydata.com/board/board.php?bo_table=case&pg=1&idx=13
[ 28] Hybrid Cloud”|2t OFO|H|O|E E3HE 50 AFEE At LIC

http://www.inzent-mydata.com/board/board.php?bo_table=case&pg=2&idx=6

Public Cloud

1.1.5 Deployment time

102 ~ Z[H 302 8=7I 2250, 28 % MZF HA2EN= [

2. Planning Guidance

2.1 Security

HOL Sl 28 .

Ho

MyData Proxy ServerE HX|/H|O{St=0 2% SSM % IAM ALE H2T S{& & LCL

> F&0 Aws RE X4 ZHS AFESHA| Lt

2.2 Costs and Licenses

MyData Proxy Server MZ2 F&82 NI ELICL =72 AMI HS0i| Cisi M= o2 @3 E Sl
Z2SHIA L.

v

rk

ted 2o &3 : http://www.inzent-mydata.com/Questions.php
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> Full list of billable AWS services
o= AWS A{H|A H|EO0f CHet MO0l JYESLICEH 070 2fs] M= 2laA HE2 At
2otz QAAEHAO et CHELICEH XpA[SH L2 O] 7I0|E0A AT AWS A{H|AS

22 HO|X| (https://aws.amazon.com/pricing/) & EZSHAIL.

A. EC2 Instance(Z <)

B. EBS(E%)

C. EFS(E=z)
D. KMS(Z%)
E. ELB(MEfALEH

F. Cloud watch(XEf Atgh

2.3 Sizing

MyData Proxy Server2| AMI= AWSO|A Of2f et 22 QIAEHA AFS X[eL|Ch AAEHAO]

Z 9 HAM™EEE o 23 E &SN 2. (https://aws.amazon.com/ko/ec2/instance-types/)

i EBS Volume
Instance type Vcpu Memory(GiB) EBS Volume
Type
t2.medium General Purpose
2 4 10GB
or t3.medium SSD (gp2)

12
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3. Deployment steps

3.1 Mydata Proxy Server Installation
MyData Proxy Server HiZE |iM= Of2fet 22 AWS ResourcesO| ERgL|CH
v' AWS Resources :
® Amazon Virtual Private Cloud(VPC)
® Internet Gateway
® Amazon VPC subnets (public)

® Amazon Elastic Load Balancing (Amazon ELB) Application Load Balancer (ALB) — in

public subnets (public)
® Amazon EC2 Auto Scaling
® Amazon EC2 Instance
® Amazon Elastic File System

® Amazon Cloud Watch (AEH A}Eh

3.1.1 Create VPC and Subnet

Mydata Proxy Server§ ARE35t7| ?/et VPC & Public Subnet 4§

A 71E VPC X MEY 2O

1. [ & > MH2 > HERZ X H=E TE> VPCOM vPCEES =2l 7t

O M2z vec 3z % @ EiID AUC0E 22
clZg ysFda

or

VPC CHAIEE VPC (1/4) m=
EC22EEE7| [ ne Q
VPCE ZHE:
v =2 Name v VPCID v HEf v 1Pv4 CIDR
Mydata ProxyServer-VPC @ Available 172.31.0.0/16
¥ Virtual Private Cloud
VPC
AEul
gt= g Holg a

SIE{H A OIER 0]
4 @S e A E

ou e T

ol

13
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(

© M2 vrcEd
olzg gezEMa

VPC AR E
EC222E 27| [F e

VPCE Z2HE:

Virtual Private Cloud

VPC

g E0E
2lE{sl A o|E9) 0]

g sl AE

U

0|

9|
!

FH2|0f AO|EH 0l
DHCP 24 HE

X

PN

pSE=2
=

=] (=)
o=

7:5—

—

HIX FM&> VPC > AEUIOAM vPC M

(@ subnet-023f3af5896cafe5h, subnet-0441d6e4beb31a8ae, subnet-0108e426b7c05b76b, subnet-0b1f274fc4e3ad630, subnet-0379c6fc3d8f964fe, subnet-0a3ddad
subnet-0bd6244a542bd 17324 A &2

AEYl (4) u=

Q
Name v Al=4l D v Sl v VPC v IPv4 CIDR Al
- subnet-0273f137f2c1c661e @ Available vpc-07434ca%316b124de | My... 172.31.0.0/20
inzent-saas-vpc-pu... subnet-0648c582d7bde38bd @ Available vpc-Occ158d9af6ce817c | inze... 10.0.128.0/20
inzent-saas-vpc-pu... subnet-07679970484d3653a @ Available vpc-0cc158d9aféce817c | inze... 10.0.176.0/20
Mydata ProxyServe... subnet-048da901725f89ced @ Available vpc-07434ca9316b124de | My... 172.31.32.0/20

B. MyData Proxy Server VPC 4

1.

<

EMEO|AM VPCE

PC

4y

Amazon VPC consoleZ O|& (https://console.aws.amazon.com/vpc).

EH
.

Al A

—

M EH

[ |

mjo

-
2V

PC
2 VPCO| IPv4 T2 ¥ X H

VPC 444

veC
VPC 4 x-

VPCE AWS E2HEQ| JE|E £ 2224, Amazon EC2 AHAS Zh2 AWS THZ A F LICH
vecEd

LET LS He
VPC 2|2 Esvpe B 7|EHH EQ E 2l aanh T

© VPCE VPCE

OlE BT mE 4z
Neme 7|2t PRI TS Qe B BaE BETUS

MyData Proxy Server VPC

IPv4 CIDREE EHz
O P dDRSE 25

TFEES

IPAM 22 IPvd CIDRES

IPv4 CIDR
10.1.0.0/16

IPv6 CIDREE Ex
O PEADREE 22
IPAM B IPvE CIDR EE
Amazon B F IPv6 CIDR 25
Li7E 2 7=t iPve CIDR

HEA Be

[0

14
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C. MyData Proxy Server Subnet 1 ‘8-

1. Amazon VPC console2 0| & (https://console.aws.amazon.com/vpc).

2. EMEOM MEUS Mt = MEY Mg My
3. RO ma MEU MR HeES XESD Mg Me
Menu Input Value
MEH o|F MyData Proxy Server Subnet 1
VPC [3.1.1 101 A3t vpC MEH
VPC CIDRS -
7teg 39 [1.1.3] Architecture Diagrams &1
IPv4 CIDR MEY 120 i3 HEl e 232 XSS
=5 https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/VPC_Subnets.html

D. MyData Proxy Server Subnet 2 44°d
v Single Configure 42},

1. Amazon VPC console2 0| & (https://console.aws.amazon.com/vpc).

2. EHMHOIN NEUS MY = NEU YHS MY
3. HRo| met MEY AR FEE XD 482 M,
Menu Input Value
MEH O|& MyData Proxy Server Subnet 2
VPC [3.1.1 100N &gt vPC M=
VPC CIDRS -
g d9 [1.1.3] Architecture Diagrams &1
IPv4 CIDR MEY OF0 it Y= OhF 38 FXSHIA L.
=5 https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/VPC_Subnets.html

15
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E. Create internet gateway, and attach it to VPC

1. Amazon VPC consoleZ O|&(https://console.aws.amazon.com/vpc).

2. EMEOIM QB AOIEYOIE HE = AHU AHO|EL Ol dds HHEY
VPC > elsistAolsgol > elEu Aolsslo] 44
CIE{L AO|ESIO] Md »-

olE{4 A[0| E¢0]:= VPCS OIE 51Tt HE3HE Jhat ato e @lu|Ct oY 2lE s #o| =20l 4952 @ of2jol 4 Ao =g of o]
=2 XEor L

olE{4l Hlo|Eg|0] ™

olz g2

Name' 719} AFE TP X EBIE 248 ZBAIE &

i
0E
o
udt
s

MyData-Proxy-Server-IGW

BN - ATEH ApSF

El 2 Aws B A0 TESHE HOIZULID, 2 BIE 7|9 M 202 THELC, BIE ABSI0] S2AE Hu 2 BH IS AWS

HEE =T AL

5| 2t o9 g

Q, Name x Q, MyData-Proxy-Server-IGW X
M E T E=7}

492 BTN O ST = YU

s SIE 2 A|0| ESo] 484

3. QIHul AHO|EHO| vPCo HZA

©uamE x| gtz o T
Q He ge =27 ®
a Name v QUEJ A 0| E510] 1D v el v VPCID v 284 v
ERET]
e 418 v QIE| A HOIEYO] A7)
W Virtual Privata Cloud MyData-Proxy-Serv. igw-Oce3dc 1a8ec653b0e © Detached
VPC
318 elEi AOIE
s 2
- [3.1.1] Create VPC and Subnet®| &3t vpCelt ¢4

F. Create or use default route table

1. Amazon VPC console2 0| & (https://console.aws.amazon.com/vpc).

2. BMEOAM 228 HOol2S MY = 2t2E HO|S0| EXHA| Ho® dgst

16
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A" VPCO| HZSHH, EXSHH IGwet 28

fd

©isavcay x 22 e EHOIE (1/2) z=

olza Yaizd=

Q
VRC A2 =
EC2 22227 A un 2 Name A4 2t2 gl Hol2 1D v HAE M=y dF x| |E
—
VPCE BEE: ProxyServerRo... [4  rtb-001db&ffdff35d7e2 - -

VPC A8 v

¥ Virtual Private Cloud
VPC
Aedl
SIE S HOIERI0|
4 T8 dHE AHOIE
#ol
FH2|0f HO|EL O]
DHCP £ HE

EEEN =
22 YR =S rtb-001dbeffdff35d7e2 / Proxy Server-Route Table
dez=cle
oo e axze | o= || oEE
NAT | 0| E2{0]
moig g5
- 2t2e (2)
v 2o
Q
HE3T ACL
2ot 08
oy v iy
v HEYD 2y
0.0.0.0/0 igw-03991094f0632dd58
Reachability Analyzer
172.31.0.0/16 local

3.1.2 Create Security Group
Mydata Proxy Server2| &4I15t{H EotOES HA7Fs{oF gLt
A. Create MyData Proxy Server Security Groups
1. AWS EC2 Management Consoled|| <.

2 [MEYI Y =oH0| HI1E BES M

17



( IHZEANT

inzent v

~% o HOHIE (3) e = v B[ === @
Savings Plans
Q 1 (O]

oflef Pl

a8 == Name v =22 1D v Hor1Z 0|2 v VPCID v uy v

w Elastic Block Store

Ao
of o
mo

M
It
n
A

v HELI L B2

@ 2022, Amazon Web Services, Inc. = 2 S AL Y BEHES ofm

Menu Input Value
Hor AF Ol MyData Proxy Server SG
29 MyData Proxy Server-HTTP SG
VPC [3.1.1]01M &gt vpC
7 HTTP
FEEE TCP
ZE He 80
CH & 0.0.0.0/0
Menu Input Value
Hot OF Ol MyData Proxy Server SG
29 MyData Proxy Server-HTTPS SG
VPC [3.1.1]01M &gt vpC HH

18
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78 HTTPS
o2EZ TCP
ZE HE 443
CH e 0.0.0.0/0
Menu Input Value
Hot OF Ol MyData Proxy Server SG
29 MyData Proxy Server-Client SG
VPC [3.1.1]0A Aot vPC &Y
7 AFEAE X TCP
ozZEZ TCP
ZE e 9000
CH 2 Client IP
C. HlO|E Z3|S 93t 2R A 4
Menu Input Value
Hob AF Ol MyData Proxy Server SG
29 MyData Proxy Server OutBound
VPC [3.1.1]01A d-det vPC HE
7d HE TCP
Z2EE TCP
ZE H®H9 0~65535
CH-&f 0.0.0.0/0

D. Add a Name Tag to [Ef 1] as follows

Menu Input Value Menu Input Value
Tag 0| & 0 d&E MEs flet B X8
= O
Value MyData Proxy Server SG

19
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E. Create MyData Proxy Server-EFS Security Group
1. AWS EC2 Management Consoled| &
2. [HESZ & Eehoj 2taF HES HIH

3. MyData Proxy Server-EFS 29t & QIHIRE &7H

Menu Input Value
Hot 8 0| MyData Proxy Server-EFS SG

29 MyData Proxy Server-EFS SG
VPC [3.1.1]0A Aot vPC &Y
o NFS

TZEE TCP

ZE HE 2049
CH A EQF 1 [ MyData Proxy Server SG 12| 292 & ID

5. Add a Name Tage to [EH] as follows

Menu Input Value Menu Input Value
Tag i d&E MEs flet B X8
29
Value MyData Proxy Server-EFS SG
3.1.3 Create EFS
MyData Proxy Server2| 21 MAS XYE i Amazon EFSE “d°d SHOF L(Ct
1. O A28 49

A [EE 8 > MHIA > EFS1E Soll EFS M9 2tHo =2 HETHL LY

20
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& CloudWatch

M|~ Q

?Is (15)
£271(123)

=2 4M (40,710
X4 2AM (30)

E2{0l~ (89)

> AMH|A > EFS > It Al

i A=

75 CloudWatch

o > e

Inzent_user

AWS Backup [4

AWS DataSync [4

AWS Transfer [4 Y A2l (1)
Q
C. I A2E AGoM ALEXL X|HE SEELL

21
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Tt

HE|2 R YOS s B AIAHE 4

OIE - HE AL
Ty A AH 0|2 S XFHLL
0| EH= 2R, =3 B4 = _f 7| == Z|Of 256RTHX

NES-TPURE

Virtual Private Cloud(VPC)
EC2 PIAHAS MY AlAEH EESIAT 5= VoS HERLICH 3045 20| [A

SHL|C}H KpM S|

QLOLE 7| [A

=3 + UsLhE

v
7123
AEE|E| S 75 Lot [A
© Standard One Zone
o2 AZ0| 24 GO|EE CHZ AZ L0 GO|SE =
==l =%

D. [Amazon EFS > It A|AE > 4l > 10 o A|l2" 28 ]
Menu Input value Description
o= MyData-Proxy-Server o A~H” O|ES X8

AEZ|X| e

Standard

ApMet LHE -

https://docs.aws.amazon.com/efs/latest/ug/storag

e-classes.html

XtMIBH LHE : https://docs.aws.amazon.com/aws-

A Q2 Mzt

s Y (ME AR ) . .
backup/latest/devquide/whatisbackup.html
N OX|2t o2 HMA 0| 302 | EFS Intelligent-Tiering = =% F7| #2|E AtE
A2 &t

St U Standard-Infrequent Access 2 E 2|
X 222 ALO|O| M Ol =M Of S 2[00

et 714 2l ds

1L
-

2HCE REOR AN
C}.

22
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html

( IHZEMNT

85 BE EE A3 OPSS 7|82 T AlAHO 45 B
cE 23
NMelg BE HAE ohd AlAECl ME|F Hoto] 285 = EHA 28
ol A2l R%F HOIHe L2tE &d3t o
2 MEH J|EMOF KMS AH|A 7|
(aws/elasticfilesystem)S A%t L|CH
ekl 75 Al OO|H Y23t gyt | =t 88 AREAL XIE H XtAMeH &0 Chsl
Me ot 238 TZSHMa.
https://docs.aws.amazon.com/efs/latest/ug/encryp
tion.html
Ei1 7| : Name
Ef2 Ef1 Zt : MyData Proxy Server- ord AAE AEES Qo Efa XIF
EFS
E. [Amazon EFS > Tt A|AE > WY > 20 HERS HM= ]
Menu Input value Description
Virtual Private Cloud [3.1.110M dgst vpC &Y EC2 QIAEHAS m AL HZSH
(VPC) 10X SHe VPCE MEASL|CE
[ 1.1.3 ] Architecture DiagramsE %t
Aoto] B CHof & E
- 7k 89 . [3.1.1 ] Create VPC
and SubnetOf| Al 4d%t Subnetdt &
Lo5tA 4
B CHAM2 Amazon EFS IHY A[AE
Rl CA - MEY ID:[3.1.1] Create VPC = B = A= NFsv4 e ZQIE
and SubnetOf| Al d-dat MEU D £ M3k 78 F9otc gy o
o= o i ddst= A0 5L
- IP 324 : Default
- HO O& : [3.1.2] Create
Security GroupOf|A{ 44t [ MyData
Proxy Server-EFS SG 12| ¢ &
ID A4
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F. [ Amazon EFS > It A[AEL > M > 3CHA IR AJAE A

MyData Proxy ServerOiA= 7|2 2EE HESHH, M dHE AotA = 22 otef g3

EECIAESS

i

»  https://docs.aws.amazon.com/efs/latest/ug/iam-access-control-nfs-efs.html

3.1.4 Create a Launch Template
v' MyData Proxy Server AMIZ A|Zt BHIZESIS 44

B AM| N3 [2.2] Costs and LicensesE 2 QISHFM L.

1. AWS EC2 2&0] 219!

awsl HHPC T ES Q

B ECQ ) VPC

Bt
rH
=
o
Fo
rok

FAH| A m=

RDS

m
m
]

VPC L AWS Marketplace Subscriptions
1AM AWS Well-Architected Tool
AWS License Manager AWS Signer

AWS Organizations S3 Glacier

CloudWatch CloudTrail

53

EEEBEREEAE

EC2 Image Builder
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v M v AHUHE v

¥ Elastic Block Store

o & Input Value
AlZ "HIES 0|5 MyData-Proxy-Server
Single 7+ : MyData-Proxy-Server
Y22 wE 89 = Tc ’

HA T8 : MyData-Proxy-Server-HA

Auto Scaling X| & HA 74 Al N
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(

4. [EC2 > AJZF HIZS > AR HIZS 44 ] AZ HEES 2HX
- O B2 AMI HotE7| 22
- NS #2 AMIE MH
B2 > NEEER > AR EEILY > Am EES
Amazon Machine Image(AMI) 1 €
AMIE PIATIAS ARITHE B BT ARSSIO| 5(2F AT, RS 2AF 0/ A 3 fE2A 0|t
Aws, METF HFLE EE Aws MarketplaceD] M H S3LE aMIZ HH 7L TH am E SILE HYE
N
Quickstart AMI(43) L AMi(s) AWS Marketplace AMI(5594) FHFUE| AMI(500)
gemos 4ests A Yy s 3 AEE == S s am =LA
27} 248 S RHW BT, 57 TP 4 2) 1 r
::g:;;:;::E;:Z:%ZU:.:og;tuzfz::sﬂ wer_\1.0_20220718)
a‘EI’S e {7} 629337571566 o7k 2022 =E ClH0|4 S8 ebs W h A FHHE- o
v ART
[V
“EERE
v 0sFHE 32|
2E Linux/UNIX
5. [EC2 > AZF HIES > AZF HES Y ] Q2BHA R A Networking setting
Menu Input Value
OIAEA OH [2.3] Sizing = 211 MEK
7| Mol Ol AlZF HIESI0f 2SR s
Single 74 : [ 1.1.3 ] Architecture Diagrams % [ 3.1.1 ] Create VPC and
Meul Subnet 2 H1 {1EH
HA 4 @ A2 "HE310| Za5HX| %S
HOt 08 [ 3.1.2 ] Create Security Group & 11 MEH
6. [EC2 > AIZ ”HIZS > A ”HIES W9 1 2E2X|(25)
Menu Input Value
37| [2.3] Sizing 2 E11 ME4,
=258 =g [2.3] Sizing 2 E11 ME4,
TE Al A Yes
ot S B} = Yes
KMS 7| (7122}) aws/ebs EE£ [ 4.2 ] EBS Volume encryption 2 ol ‘4-dst KMS 7|
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7. [EC2 > A "HEE > A BES 49 ] 2L B

- MyData Proxy Server QIAEHA EfZ

Menu Input Value Menu Input Value
7| Name
QIAEA AHZS 2o Ef X|
2 MyData Proxy Server 29 B E:
2lar 9 OlAEIA °
8. [EC2 > AIE ”HIZX > A HIZX 49 ] 25 MR &
Menu Input Value Description
IAM SSH & ARE3HA| B SSM 2
QIAEA [ AmazonSSMRoleForinstancesQuicksetup ] AFE3I0] OIAE A0 H&EE
TRy 2|8t IAM Role
#! /bin/bash
sudo mount -t efs -o tls [efs-id] /mnt/proxy/log
- sudo systemctl start httpd o AE A AIEHA| EFS mount
g gl 2 cd /app/apim-proxy/bin/ S Apache server, Proxy server
AR
sudo /app/apim-proxy/bin/start.sh
-//
etc default -
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3.1.5 Launch an instance with a Template

v' Single 74

-

7 CloudWatch

@O Mew EC2 Experience

Tell us what you think

X EC2 A2

EC2 CjAlE.

Q
PETTECTITY v AlE szl o2 v 712 BEA A v
BES #T AF
LR EGES 7l BE 8 .
= o 1t-0872f047b3bda03f0 MyData-Proxy-Server 1

=5 a%

Savings Plans

ofef elagis

o
HgzZas

=

2o

4

1>
%

% 4 LIk olE %

Jof ofol x| gam)

MyData Proxy Server_V1.0_(USE ..o 27|
ami-0bd2871284315c574

BEd Tt Mo S (RS B)
v Ie} t2.nano
= uE H (=T I1E)
MyData ProxyServer SG
10123 c y o

MyData-Proxy-Server(SSM) ~z2|T(EE)

1742l & - 1068

BABA A2 HE

@ =21 E100: 1 your irst year includes 750 X
hours of t2.micro (or B3micro in the
Regions in which t2.micro i unavailable)
instance usage on free tier AMIs per
month, 30 Gl of EBS storage, 2 million
105, G8 of snapshots, and 100 GB of
bandwidth to the internet

<

0§ Z2|#0]4 X 0S 0|0|X|(Amazon Machine Image) ==
= 4

- SHEy 2[71014 At 3 FEZHOIY)

Sgz10|am HZ A L AM1 Quick Start

Amazon Machine Image(AMI)

MyData Proxy Server_V1.0_(USE SSM)
ami-0bd207f204315c9f4

arketplace 2
E=

HA of7|Ex Tt SECjHO|=  ENA ESHE
g5

2022-08- x86_64 hum = ol

01700:58:31.0 ebs
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3.1.6 Create an Auto Scaling group

v' High availability 7%

1. [EC2 > Auto Scaling & ] Auto Scaling & 44

aws g s

7 CloudWatch

AmaZOI'I Ecz Auto Auto Scaling 15 44

Al Scaling /iu;n‘f'[(alm?j 22 48450 EC2 Auto Sealing
AMIFHEET = o=
ERHORERICE g =
w Elastic Block Store
oxlsle @ o828
== A5t 4 =8¢

Auto Scaling 1& C

RHE HFAL g
oS oT
7| Hof
HEs3 deHolx Amazon EC2 Auto Scaling 7|501= Amazen
EC2, CloudWatch(27| Z: 8) 3L A8t
— I =716 Aws 2220 oSt Ml 23 olof %
_ 2 7tago| £zl x| LICH AT LHE 2 ZF
- Auto Scaling group AMe| 20| 28 HOAIE BEoH e,
w Auto Scaling D D H i
[h I [ A7 B
= [T IS SR
Auto Scaling 18 i .
Nacirad ranart o

2. [EC2 > Auto Scaling & > Auto Scaling & 44 1 1HtA A% HES £= 74 M

EH
Menu Input Value
Auto Scaling 1& O|& MyData Proxy Server_Auto-Scaling
INESIR= =1 [ 3.1.5 ] Create a Launch Template Of| A| g3+ BHIEE
H 7 [ 3.1.5] Create a Launch Template O] A HA #4822 M dst HES HH

3. [EC2 > Auto Scaling & > Auto Scaling & ‘8 ] 2CHA QIAEHA AR M ME

Menu Input Value
VPC [ 3.1.1] Create VPC and Subnet 0| A] 443t vPC 2F &Y
18 ool 9l Al [ 1.1.3 ] Architecture Diagrams & [ 3.1.1] Create VPC and Subnet &
Ha e
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e

4. [EC2 > Auto Scaling > Auto Scaling 18 44 ] 13 M 74

— o
Menu Input Value
2L @y M 2E #EMo| HE
2E HAHAM FA Application Load Balancer
EE HHNM O|F MyData-Proxy-Server-ALB
2L M HA Internet-facing
VPC [ 3.1.1 ] Create VPC and Subnet 0| Af 443t VPC 2 =
78 g9 U MEY 38 g0 7hg ¥ Y MEum 5Y
gl R 22 E
Ef g T HY ALY EEE B EE SEHMTTEEEER
c w3y 22 [F oM BE 22HE THE S YsUoh
ZEE =ZE 22 E(EE )
=
= 80 e 18 Ed v
IENEREETE H
MOY1E0E
JEE2E0 Ys fAEA Iy OF0
AL
MyData-Proxy-Server-TG
AER S0 2 Default
Ofef &3 EHs5tof MEH
DLIEZ((MES At https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-
scaling-cloudwatch-monitoring.html?icmpid=docs_ec2as_help_panel
otzll 213 ®t71s M
7| olAEA ool teff 23 &5ty 47
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-
SasME AR paffocsay fautoscalna/ece/Lseraude]
scaling-default-instance-warmup.html?icmpid=docs_ec2as_help_panel

5. [ EC2 > Auto Scaling 1 & > Auto Scaling 1& 44 14EHA 18 27| ¥ 37| =8 &

Y 2y
Menu Input Value
st 88 -
XA 22 1
o o
zof 8 2
ETC Default

30


https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-cloudwatch-monitoring.html?icmpid=docs_ec2as_help_panel
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-default-instance-warmup.html?icmpid=docs_ec2as_help_panel
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6. [EC2 > Auto Scaling & > Auto Sacaling 15 M4 ] 55HA &l =7t

Menu Input Value
2E Ft e

Amazon EC2 Auto Sealing®| Auto Sealing 12| Ec2 2I2HAZ2 4]
EotAL 2T MOICHSNS FHE Y88 TSELch

S 7
EEETEE
. - s
U =7h (M A S
71E FA A

rE

m

i |
T o=
ol

=]
I

2=
H

(L
-
ZI=)

aoan
o = ol

-

7. [EC2 > Auto Scaling & > Auto Scaling & ‘84 ] 6THA EfO MY

Menu Input Value M QIAEAO Ef X7
Key Name
Value MyData Proxy Server-HA

8. [EC2 > Auto Scaling J1& > Auto Scaling & 44 1 7EHAH HE

- 4% 4E = Auto Scaling J& M4

4. Operational Guidance

4.1 Connecting to Instances Using Session Manger

Session Manager= CH3ts & 22| H2t@X 7|8t 4 £ = AWS CLIZ £33l Amazon EC2 QIAH

A8 g = s 2AH™ FE[H AWS System Manager 7| Y LIC}
v' Amazon EC2 2&8 AFE5l0] Session ManagerS ArEst0] QIAEHAQ oA

1. https://console.aws.amazon.com/ec2/ 0| Al Amazon EC2 Z&& FLULC}
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( IHMZEMT

4, QUAHAO HZAOA Session Manager

i
rx
12
Of
k1
re
M
ot
-
)

v Session Manager2| S0 CHet XtMet LHE2 of2f P32 E F=

»  https://docs.aws.amazon.com/ko_kr/systems-manager/latest/userguide/session-
manager-working-with.html

4.2 EBS Volume encryption

EC2 QIAEAQL AL [BS B|AAE Q8h ZtCHSl Q53 2 MOE Amazon EBS YBIHE A}
8¢ 4 ASLICH Amazon EBS 2= 3E AMSHE XM 7| 2| =tz x5 /A 22 H &
e "Rt QELICE Amazon EBS Y53le ASsiEl 28 9 AL

dAFS e I AWS KMS

» https://docs.aws.amazon.com/ko_kr/AWSEC2/latest/UserGuide/EBSEncryption.html

4.3 Encrypting Amazon EFS Data & Metadata at Rest

Amazon EFS= AWS Key Management Service(KMS)2t S0 L=3E
e[ 7| (CMK)E ARSI M A|lAEH ZHIZXO| Ao o}E

s A&
B

ThEOAM Hof

LICt. AWS 10

of
SO Et E1|0|E1
Ohof A7) Mo As22 Y=etEH, 8is M of=sEL(C,.

of2f @3S AEsH0| EFs2l HIO|ES Yshsfop BLICt

» https://docs.aws.amazon.com/efs/latest/ug/encryption.html
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4.4 Support for MyData Proxy Server Backup and Restore in AWS

4.4.1 MyData Proxy Server Backup and Restore

El  AWS Cloud

Availability Zone

Public subnet

L

MyData ProxyServer

Snapshot

A. 28 (Snapshot)

1. MyData Proxy Server2| AMI O|O|X|E MY

aws  gams [ Q

& CloudWatch

@© NewEC2 Experience 5 QIAEA (1/2) 3= [c ][ vz || azezua v |[ 32 o | JEEEE
Tell us what you think !
Q a4z
ECZCHAIEE e de =)
g
| = Name v QIAEA D Ol AE A AEY v +

EC2 2EH E?

O[HE

]

AARA MY > -

il MyData Proxy... i-081b7997b4df8039¢ @EdEs Q@ 1

HEHZ > -

Hzt r
Ko} »

v olagia olo|x| 44 olojx| Y HEs >
QAT A FESEENG PR oUHY S 2HHE e
EES-ESE ol Ao = Cf BO| AR
NE=F2 ]

ATHGH
Savings Plans . =

g QIAE A i-081b7997b4df8039c(MyData ProxyServer) &
ook QlAE A

g SAE M2 EE ot HEHZ AED|R| SE HAM 2LHZ Ei1
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2. O|OX| 44

Menu Input Value
O|O|X| O|& MyData Proxy Server backup
O|O[X| 2% MyData Proxy Server backup
e ot M= oret
PIABA EF 72 74

B. S¥

T o AB B (1/2)3v c|[ ==« | IEEEEEE
a TP
- o & & 12 Hw 249N
v A2E2
== -] 110872104 7b3bda0 3K MyData-Proxy-Server 1 1 2022-08-01701:23:52.0002 acawsiamc829337371566
Jings PL
otz
vHEYa SN
P =)
MyData-Proxy { (1t-0872f04 v || wEINA

Nm e Eal A

rx
i
ot

2. HHASH AMI(snapshot)= 444, [3.1.4] Create Launch Template &1

A. Single T+ [ 3.1.5 ] Launch an instance with a Template &1

B. HA 74 [3.1.6 ] Create an Auto Scaling group &1l

4.5 MyData Proxy Server Health Check with CloudWatch

MEH A : CloudWatch@F S8 MyData Proxy Server &Ef 2012 X| ¢
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v' Single 74

1. HHZEl MyData Proxy Server@I AEAO ZEE ‘Y MetL|Ct.

@ Mew EC2 Experience %

Tell us what you think

AAHA (1/2) zw

Q
EC2 HAIEE
O] A E{ A E: Al o| AE|A o8 Al H
EC2 224 7| -] Name v | dAEA A e v QAHARH v i A <L)
O[HE
=l MyData Proxy ... i-0846efc72f68ffe70 @LEs aQ t2.micro @2/27) AL ST, #HE
4 RES S ENE
He
HEo2 AASA AE
v QIAEA Ae oto| 32 o] d
lrga =k
IAEA o8 2IAEHA FX|
e
~3toH OlAEA FYRE
Savings Plans
ol AEA =
O 2 QL2 new PSS
AAEHA HF » =
a2 s AE =
dg =25 QUARA: HESZ , MyData Proxy Server)
B
2ot
R AE3X| HEH HA BUEY Ef 1
v o|ojx] ojojx| o A= »
AMI n v orH BLEY AEHE > Aa" =3 otHo7]
AMIZIEE2T glA~EHA D QIAEA AT B TR T| HEE IPvd F4&
i-0846efc72168ffe70 (MyData Prox 4y o |52 2z 13.124.222.92 | g T2 [4
¥ Elastic Block Store
IPv6 = | coudwatch = 221 | ol sl e
2 o
E8 e - EC2EE 22 Quds
=E e FE 2804
pas AHA{ EH MiHES MXAHSE S = AHA
2. Ofgfiet Z0] dE 4y HoM NS 230t = ZdEE 4.

[tem

[e1 =]
==

A

Input Value Remarks
SNS 2 7h= ¢t

Type of data to sample : & EN

HA AT AAEA

&

§|/

7|7|' -1

—
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Ay oral =mg O

Amazon SNS FHIIH ES|HE I RS HLSI=E 3828 FE=ULL

Q, Manually_enter_a_topic_name -
HE XY =a= @
T SIHE I ST TS XWELIC
Ae U A&

2N CHE &= 2HIE AEE LI

Group samples by Type of data to sample

3 v el HAF of: 2l~E -
HE A7
=
S 7|7 2|2+

1 = v
R

awsec2-i-07333785a463ec927-GreaterThanOrEqual ToThreshold-statusCheckFailed_Instance

v HA 7

1. [ 3.1.8 ] Create an Auto Scaling GroupOflAl 4’43t Auto Scaling Group2| Y2l 4

. Avta Scaling 16 (1/1) e AR --5ovvo 26 24 |
e Q 1 @
@  of v AREEEFUE v UxEa g g v HAHEBE . M.y H.v v
-] MyData Proxy Server_Auta-Sealing (L8 T H 2 1 2
52
v ololx = L]
avEe | ws | xFaAzy | wspema | oueg | wspasmay
WETAO
a
Hs oy -
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4.6 Disable IMDSv1
ME} AFE: IMDSV17| s HIZESHE 918 AWS CLI AFE

» AWS CLI AR

=2 A= IAM FX Q| Access keyZt ZLgtL|Ct,
Access KeyE &

https://docs.aws.amazon.com/ko_kr/powershell/latest/userguide/pstools-appendix-sign-

up.html

otz AE Sl AWS AN 7| EA2E AT ZY A E QSHIAIL.

=

https://docs.aws.amazon.com/ko_kr/general/latest/gr/aws-access-keys-best-practices.html

> IMDSv1 H|/2dst

~
(=]

A. SSM= Sdf QA

ra
>
B

B. [aws configure] &0 3 T FYEE SELLICL
- AWS CLIO| CHH AtMoH HH2 ot FIAE EZSHM Q.

https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

C. IMDSv1 H|/2tds}
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T=A 23 o

MyData Proxy Server IMDSv1 H|Zd=} sudo bash /home/ec2-user/IMDSv1/modify-

ec2-idmsv2.sh [ Instance-Id ]

2 MyData Proxy Server IMDSv1 2d=t sudo bash /home/ec2-user/IMDSv1/restore-

metadata.sh [ Instance-Id ]

4.7 Routine Maintenance
v AWS MH|A K[gh 2HE|

MyData Proxy Server= Amazon EC2E AFEEL|CE Amazon EC2E AMEXIZE AHESH= 40
2t M2 CHE 2|a2E HSotn, ol2fet 2|4 O[OX|, AAEHA =&, 8 A-A0] AL

AWS A 85 g5t o2t 2|20 Koto| 2|HER @FE O ASLCH 22250 ot A
oF Ztelof theh XtMiet LiE2 of2f F3E Fxof FM K.

- Ec2 2|20 Cigh Mok el

—_ =

https://docs.aws.amazon.com/ko_kr/AWSEC2/latest/UserGuide/ec2-resource-

limits.html

v HE R B

QX H4 H22 oF Hso| et ZME|0] 4 Ya|A Y U Ya0|S MHAT EE
e
QX B4 U 7|5 X0 f3 ME ARE 7} Hofo) mat Ch2 4 ST
QX B4E 37| Ch2at 20| LhEU
2

v ZEIIEY - |/X B A0 wet HEEAS HAISh

v OHIEEY /X B A0 we HEEAS HAISh

40
>~
Hr
+
ng
Ho

v OjX] & @azol=
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4.8 Emergency Maintenance
4.8.1 Startup process

> User-Startup It

A AE
=M 4y FHO
1 Session Manager2 QIAEHA oA -
2 Proxy Server &7 =0l cat /app/apim-proxy/conf/application.properties
sudo nano /app/apim-
3 Nano script2 Proxy Server 24 73 o .
proxy/conf/application.properties
4 Proxy Server A|Zt cd /app/apim-proxy/bin && sudo ./start.sh
5 Apache A|Z% sudo systemctl start httpd

4.8.2 Health Check

> MyData Proxy Server process 29l

&M My %2 of
1 Session Manager2 QIAEA A -
2 Proxy Server process check sudo /app/apim-proxy/bin/sp.sh

YO Y = HIYY
> EEMAT ARER 2

=N =T

02
o
<2

I>

1 Session Manager2 QIAEHA oA -
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2 Apache process check sudo systemctl status httpd

4.8.3 Type of MyData Proxy Server failures

>
>

E:

—

- HEY ¢

4.8.4 Recovery procedure for MyData Proxy Server failure

CHA THQ S HMY QAHAL AB M O YU RHSOZ UK Y ZREUC

2AHLY A2 A Hel 45 M7t 2de = AR 22X JHL0| HGHA| fE

4.8.5 Recovery procedure when MyData Proxy Server recovery fails
v AR X}

MyData Proxy Server S &Iif A| 2HAF0| A=X] OJ20| W} HEX| BHS HE

g = AFUCL
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A. 7|& MyData Proxy Server 24O 2 AMI X444
B. MyData Proxy Server M4 X| [3.1.4 Create a Launch Template] EXtE &1,
B HA 74 [3.1.6 ] Create an Auto Scaling Group &1

B Single 74 [ 3.1.5] Launch an instance with a Template &1

49 RTO
MyData Proxy Server?| 2F7} LS I 7|E HAX|ot QIAHAOl AHAO= AMIE
CHAl BHED MX[St= XEMX] Z A 102 ~ 2|0} 302 &

2E0= =0 3020 22FLCH

|.|-|
E>
fo
Ot
=
=
s
nx
oz
Nl
jir)

5. Solution operation
HES ALg3Hs ALBRHE Linux CLI BHZ0| HE X|Aj0] A0jof Bt
5.1 How to set

1. Session Manager2 QIAEHA AHZA -> [sudo systemctl start httpd] BHO|E &3l Apache
A

2. MyData Proxy erver M0 A3 EEQ| f|X|= /app/apim-proxy/bin
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https://docs.aws.amazon.com/ko_kr/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html

A

> MyData ProxyServer®| 87 mtd HZl

> Nano 23EE HEY|

—

= [ sudo nano /app/apim-proxy/conf/application.properties ]

fapp/apim-proxy/conffapplication.properties

® [ sudo vi /app/apim-proxy/conf/application.properties ]

> MyData Proxy Server 47

&= 49

server.port ZEA MY ZE

server.ssl.key-store jks@IENM d=
server.ssl.key-store-password JksQIEM HIZRHD
server.ssl.key-password JksQIEM HIZRHD
server.ssl.trust-store Cacert Jks@IEM 4&E
server.ssl.trust-store-password Cacert JKSQISA HZHD

server.ssl.enabled https=2 O{ & H & (true/false)
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proxy.ssl.client.validateCertificate MHBM R2d H3A
proxy.ssl.client.enabled SEI0|HEE HtEA| https HE
server.ssl.client-auth MTLS &7
NEED Client authentication is

needed and mandatory.

NONE: Client authentication is not
wanted.
WANT :
wanted but not mandatory.

SCHo[E F& 21 E 23

Client authentication is

logging.level.org.springframework.web.client.RestTemplate

logging.level.org.apache.http ZEA MY Y223 g 23

logging.level.httpclient.wire ZEA MY Y222 g 23

5.2 How to run

1. MyData Proxy Server &3

2. Apache &3

3 AI‘CZI;l =]

a2 Otz &

rir
mj
ofm
el
fot
0

&0

rH

tot 3o

— o

Ho

v MyData Proxy Server 28 Y0
> [ cd /app/apim-proxy/bin & &1 23 EHE MO A3EE EHEZE O|sLLICL

0%
o
L2
nx
08

sudo ./start.sh Proxy Server &

sudo ./sp.sh Proxy Server ZZ A& 2Ol
sudo /kill.sh (M4 AFR) Proxy Server 3&

v Apache 28 FHO
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sudo systemctl start httpd Apache &%
sudo systemctl status httpd Apache ZZMA 20l
sudo systemctl restart httpd (MEd AFEh) Apache THA|Z
sudo systemctl stop httpd (ME AFEh Apache BX|

4. 23 XNF 91X

Apache 2= AWS EFSO| MEO| & NM& d=2= ofefet Z5 LIt

» /mnt/proxy/log
= -2% PWCO
/mnt/proxy/log
sh-4.25 1s -al
total ©48
drwxr—xr—x

=

04:10 .
O04:56 ..

HoH
o0
o 0
& ot
—
= =
-]

drwxr—-xr—x

—rw—r——r—-— 03:41 access log

H
¥]
u]
pert
Ln
[wn]
o
L o
n
-]

3 by
=
o -

o
—rw-r——r—-— 04:10 error leog
3

04:13 ss5l1 access 1

[wn]}
Ln

H
[¥]
¥
2
A
[=h]
T

—IwWTIrI——Xr—— g

H
W]
W]
t
Wi B

o
—rw-r——r—— 04:10 ssl error log

el Sl S R U &
H
0
0
=

H
]

8]

=
o
w0

[wi]

—IwWTIrI——Xr——

sh—-4.25 |

04:13 a5l request log

N
o>

F

MyData Proxy Server2| Debug 21 ¢|X[= Ofzfiet L CF.

m

» /app/apim-proxy/log

[ec2-user@ip-172-31-44-47 logl$ pwd
Japp/apim-proxy/log

[ec2-user@ip-172-31-44-47 logl$ 1s -al

total 4

drwxrwxr-x 2 ec2-user ec2-user 24 Jul 7 81:39 .

drwxrwxr-x 6 ec2 r ec2-user 69 Jun 21 2021 .
-rw-rw-r— 1 ec2 r ec?2-user 2987 Jul 12 87:13 output.leg
[ecZ-user@ip-172-31-44-47 logls
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5. Testing and setting up forward and reverse proxies

A. Forward Proxy

AWS Cloud

Availability Zone

Public subnet

= L} IR

H 1
Client | MyData Proxy Server | Internet

v' MyData Proxy Serverg A@&st &EfOI|A Ofzf HHOE Sl Forward Proxy 7|52

HAE & & AL

= [ curl --location --request GET [http://MyData Proxy Server-instance-1P:9000] -
-header x-target-host: [ Target-host ] ]

B. Reverse Proxy

AWS Cloud

Availability Zone

Public subnet

Internet ! —=
MyData Proxy Server ; Client
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» Reverse proxy setting for http communication

I.  Apache Server 23 = Reverse proxy 7|5 ¢l

= [ curl http://[ My Data Proxy Server IP ] ]

Il. [ sudo nano /etc/httpd/conf/httpd.conf ] O2HE X1510] =7

Setting to change How to change
ProxyPreserveHost On ProxyPreserveHost On
ProxyPass / http://www.inzent.com/ ProxyPass / [Target-Host]
ProxyPassReverse / http://www.inzent.com/ ProxyPassReverse / [ Target-Host ]

5.3 Key management
A. EBS Key 2|

BS L3S X|RSI=ZE AWS KMS keysE A% = QUELICL

MUl
I
0
40
m

otzff A3 E Sl EBS

utz
oo

E 2ot 222 =5

https://docs.aws.amazon.com/ko_kr/AWSEC?2/latest/UserGuide/EBSEncryption.html

B. IAM AEX}S| AN A 7| 22|
IAM AFEXIS| HMANA 7|& QR0 &= moiof st FI7|Ho2 WX E A oFgtL|Ct.
otz FIE Sl WA 7| 2|2 =QSIM R

=

https://docs.aws.amazon.com/ko_kr/IAM/latest/UserGuide/id credentials access-keys.html

5.4 Patches and updates management

I{X|/YHO|E 25t0] of2ff S Sl 227t 7tsotH A<kargof w2t E=2 Me|E Lo

URL : http://www.inzent-mydata.com/Questions.php
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6. Support

6.1 Technical support

7l A& ME|2= M0 AIE 7SO0l tisiM 2t MS &Lt

=

712 X2 ¥ele e 25U
> AKX XY : Github 22K S, %] 7t0|E H&
B Github : https://github.com/InzentSaaS/MyData-Proxy-Server
> F{AE{OFO|A X|&
71 K@ HENE= o2t 25U

» URL : http://www.inzent-mydata.com/Questions.php

» TEL : 070)8209-6189

» E-mail : info@inzent.com

6.2 Support Costs
- Free Tier
® Free

- Technical Service Pack

® 15 hour : 2,250,000 &

@® 30 Hour : 4,000,000 &

® 60 Hour : 7,500,000 &

® 120 Hour : 14,000,000 &
Ao Al

> FAEDOIE XY (24 HEAE)

L O

6.3 SLA

- Free Tier : &4 X&, AX| 710|=
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https://github.com/InzentSaaS/MyData-Proxy-Server
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- Technical Service Pack : 112t @™ A|, 7|& A|Zt0]| siEst= 7|2 K& =3

Request Type

Estimated Time

Emergency check < 2 Hour

System Check and Upgrade < 4 Hour

mTLS spec. support < 4 Hour
Customer-required transaction configuration < 8 Hour
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